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Abstract: The Wireless Body Area Network (WBAN) is one of the promising wireless sensor technologies that improve healthcare 

and constantly exchange health information during authentic time. However, in such a novel system paradigm, a require of a 

clearly-defined defense line would cause potential users to be concerned about the reveal of their personal information, especially 

for unauthorized or level malevolent opponents. This article describes the Elliptic Curve Cryptography (ECC) based encryption 

method for protecting the patient's medicinal information in WBAN. This method uses the symmetric encryption algorithm toward 

encrypt otherwise decrypt the secret data of secretive patients, and then ECC is the key to distributing, updating, and undoing.  
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I. INTRODUCTION 

 

Body Area Network (BAN) could be knowledge with the 

purpose of permits communication between particularly 

and ultra-low-power intellectual sensors/devices to square 

measure settled resting on the body exterior or entrenched 

within the body. Additionally, the wearable nodes will 

communicate to a regulator device that's settled within the 

neck of the forest of the body. These radio-enabled 

sensors are accustomed intermittently gather a 

combination of necessary health and/or physiological 

information (i.e. data important to providing care) 

wirelessly. The networking ability of these body devices 

and doable integration with existing IT infrastructure can 

lead to persistent surroundings which will convey health-

related information among the user's location and also the 

tending service supplier. Radio-enabled implantable 

health check procedure provide associate degree 

innovative set of applications among that we will purpose 

to sensible pills for preciseness drug delivery, intelligent 

medical instrument capsule, glucose monitor with eye 

stress sense systems [1]. Similarly, wearable sensors meet 

the expense of varied medical/physiological observance 

(e.g.EKG, high temperature, respiration, sensitivity rate, 

moreover blood pressure), incapacity help, human being 

recital running, and that. a straightforward case of BAN 

application would be a tool prepared with way of an 

inbuilt reservoir and pump. This device may administer 

simply the appropriate quantity of endocrine to a diabetic  

 

 

person supported wirelessly received glucose stage 

capacity from another body sensing element [2].  

 

Everywhere healthcare is a rising technology that 

guarantees will increase in potency, accuracy, and 

convenience of medical treatment since of the current 

advance inside wireless communication and  physical 

science giving little and intelligent sensors able toward be 

present used on, around, in or deep-seated within the 

remains. During this context, Wireless Body space 

networks (WBANs) represent a vigorous field of analysis 

and development because it offers the possible of nice 

improvement within the rescue with watching of aid. 

WBANs encompass the variety of assorted genetic 

sensors [3].These sensors are located into several 

components of the body and may be wearable or deep-

seated beneath the user skin. Each of them has specific 

needs and is employed for various missions. 

  

These devices are used to measure changes in an 

exceedingly patient very important signs and police 

investigation emotions or human statuses, corresponding 

to concern, stress, happiness, etc. they convey with a 

special organizer node that is mostly less energy unnatural 

and has a grouping of process capacities [4].It is 

answerable designed for distribution biological signals of 

the patient toward the health doctor within organize to 
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afford real-time medical investigative and agree to him to 

receive the correct decisions in fig-1.  

  

 
Fig-1 Architecture for Body Area Network. 

 

2. RELATED WORK 

 

Samaneh et al [5]. Proposed the intention of WBANs is to 

simplify and strengthen velocity, accuracy, and reliability 

of communication of sensors/actuators within, on, and 

inside the immediate proximity of a human body. The 

giant scope of demanding situations related to WBANs 

has caused several courses. on this article, we survey the 

current day kingdom-of-artwork of WBANs primarily 

based resting on the newest requirements and guides. 

Open troubles and demanding situations within each area 

are also explored as a supply of inspiration closer to 

future traits in WBANs. 

 

MirHojjat Seyed et al [6]. Depict the expend a enormous 

agreement of battery control, are the circumstance to 

electromagnetic impedance and have wellbeing 

issues.Intrabody verbal trade (IBC) is an elective Wi-Fi 

discussion innovation which makes utilization of the 

patients body as the flag engendering medium. IBC has 

characteristics that ought to as anticipated manage the 

issues with RF for BAN innovation. This assessment 

analyzes the on-going query in this region and areas of 

action IBC center essentials, current scientific models of 

the patients body, IBC handset plans, and the end query 

difficulties to be addressed. IBC has energizing prospects 

for making BAN innovations additional reasonable later 

on.  

 

Chunqiang Hu, Nan ZhangBody et al [7]. provided BAN 

security for using Fuzzy characteristic Signcryption is 

anticipated to play a primary function inside the field of 

patient-fitness monitoring within the close to future. a 

singular safety mechanism that makes a right tradeoff 

between safety and elasticity.FABSC leverages fuzzy 

attribute-primarily base encryption toward facilitate 

information encryption, entrance manipulates, and the 

digital signature used for a patient's clinical facts within a 

BAN. It combines virtual signature with encryption and 

offers confidentiality, authenticity, enforceability, and 

collision conflict. We hypothetically verify that FABSC is 

proficient along with viable. We also examine its safety 

level within sensible BANs.  

 

Lu Shi et al [8].Proposed a inconsequential body region 

arrange confirmation conspire BANA. Not relatively the 

same as ensuring work, BANA does not rely upon earlier 

trust among hubs also can be productively acknowledged 

on business off-the-rack low-end sensors. We accomplish 

this by abusing a one of a kind physical layer trademark 

in nature emerging from the multi-way condition 

encompassing a BAN, i.e.the particular got flag quality 

(RSS) variety practices among on-body channels and 

between on-body and off-body correspondence channels.  

Shih Heng Cheng et al [9]. Offered on this impenetrable 

and mobile WBAN, inter-WBAN scheduling (IWS) ought 

to concurrently satisfy each of the following necessities: 

1) high spatial-reuse and a couple of) rapid convergence, 

which might be tradeoffs inside predictable coloring. 

Through enjoyable, the complexion rules, the predictable 

allotted coloring algorithm RIC avoid this exchange and 

satisfy together necessities. Simulation fallout verifies 

that the projected coloring algorithm successfully 

overcome inter-WBAN obstruction with perpetually 

supports better system throughput in numerous cellular 

WBAN scenarios in comparison to traditional colorings.  

 

Zonghua Zhang et al [10].Proposed a couple of proficient 

and light-weight confirmation conventions to empower 

remote WBAN clients to covertly appreciate human 

services benefit. Specifically, our confirmation 

conventions are established with a novel certificate less 

mark (CLS) conspire, which is computational proficient 

and provably secure against existential phony on 

adaptively picked message assault in the arbitrary prophet 

demonstrate. Likewise, our outlines guarantee that 

application or specialist co-ops have no possibility toward 

unveil the genuine characters of clients. Indeed, even the 

system chief, which fills in as the secret key generator in 

the confirmation conventions, is kept from mimicking 

honest to goodness clients.  

 

Ahmed Alzubi et al [11]. Proposed mechanism easy hash 

primarily based communication authentication with 

reliability code algorithm used to wireless sensor 
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networks. We check the proposed establish of policy in 

MATLAB on path loss model inside the order of the 

patients body in two scenarios and examine the result by 

and following enhancement and display how sensors are 

linked with both other to prove the significance 

truthfulness within tracking health surroundings.  

 

Chunqiang Hu, et al [12]. Proposed communication 

engineering designed for BANs, and outline a strategy to 

make safe the information interchange between fixed 

wearable sensors along with the information sink 

information purchasers (specialists or medical caretaker) 

by utilizing Cipher content Policy Attribute-Based 

Encryption (CP_ABE) and mark to store the information 

within figure substance understanding at the information 

sink, hereafter assurance information security. Our plan 

accomplishes apart based accurate toward use control 

during utilizing an entrance control tree characterize 

through the description of the information. We moreover 

outline two conventions headed for securely recover the 

slight information beginning a BAN and instruct the 

sensors in a BAN. We assess the future plan and contend 

therefore as to it gives significance genuineness and 

conspiracy protection, and is effective and plausible. We 

likewise figure its execution because far like vitality 

operation also correspondence overhead. 

 

3. PROPOSED SYSTEM 

 

In this system, it proposes Body Area Network (BAN) 

and more advantageous ECC rest of regulations for 

excessive security. Public-key cryptography is based 

resting on the intractability of confident geometric 

problems.ECC turned into determined in 1985 by Victor 

Miller (IBM) and Neil Koblitz (University of 

Washington) as an opportunity mechanism for enforcing 

public-key cryptography. Early public-key systems are 

comfy assuming that it's miles hard to element a massive 

numeral composed of or greater massive high elements. 

For elliptic-curve-based protocols, it's far assumed that 

locating the distinct logarithm of a random elliptic curve 

component by way of respect to a openly acknowledged 

foundation point is infeasible: that is the "elliptic curve 

distinct logarithm predicament" or ECDLP, The safety of 

ECC depends on the potential to calculate a factor 

increase and the inability to calculate the multiplicand 

specified the unique and product factors.  

 

Deployment of elliptic curve cryptography (ECC) toward 

enhance communication integrity to wireless body area 

network, pathway loss during wireless body area wban 

take a big attention in research area because the patients 

live depending this information, for that this study 

proposed method depending the elliptic curve 

cryptography (ECC) used for encrypt the data of patient 

before sending to the receiver station. ECC requires littler 

keys contrast by non ECC cryptography to provide 

proportional security. Elliptic bend are applicable used to 

encryption, computerized marks, and pseudo-arbitrary 

generators with dissimilar tasks. They are additionally 

utilized as a part of a few whole number factorization 

factorizations. The accurate area and connection of the 

antenna nodes resting on the patient‟s body rely on upon 

the sensor sort, size, furthermore, weight. Sensors can be 

worn as standalone gadgets or can be alive included with 

gems, attached like small fixes lying on the skin, covered 

optimistic in the client's dress otherwise shoes, or smooth 

embedded with the client's body the principle distinction 

amongst RSA with elliptic curve cryptography is that not 

at all like RSA.  

 

Elliptic curve cryptography offers the similar level of 

safety designed for small key sizes. Elliptic Curve 

Cryptography is an extremely organized at intervals 

nature. Whilst routine open key cryptosystems (RSA, 

Diffie - dramatist, and DSA) work in particular happening 

in-depth whole numbers, Associate in Nursing Elliptic 

Curve Cryptography works over-focuses under an elliptic 

bend. Fundamental operations during Elliptic Curve 

Cryptography are purpose Multiplication, purpose 

growth, and purpose Doubling. These operations are often 

performed in excess of a great variety of fields, be that 

since it capacity this usage bargains simply with the prime 

field, which is a group of qualified for programming 

execution functions.  

 

Elliptical curve cryptography (ECC) is a public key 

encryption method based resting on elliptic curve 

principle that may be used in the direction of generate 

quicker, smaller and extra green cryptographic keys. ECC 

generate keys via the property of the elliptic curve 

equation as a substitute of the established technique of 

generation because the made from extremely large key 

numbers. The era may be used together with the majority 

public key encryption strategies, along with RSA, and 

Diffie-Hellman. According on the way to a few 

researchers, ECC can defer a level of protection among a 

164-bit key to different systems require a 1,024-bit key to 

reap. Because ECC enables to set up equivalent safety 

among decrease computing electricity and battery 

resource usage, it is turning into broadly used for cellular 

applications.  



 
 

ISSN (Online) 2394-2320 
 

International Journal of Engineering Research in Computer Science and Engineering  

(IJERCSE)  

Vol 5, Issue 4, April 2018 
 

 

                                                     All Rights Reserved © 2018 IJERCSE                                       114 

 

 

The in the main usage of a BAN in small key sizes build 

code terribly appealing for devices with restricted storage 

or process power, that cover become increasingly 

common within the IoT. The foremost ordinarily use RSA 

keys and therefore the counselled size of those keys keeps 

increasing (e.g., from 1024 bit headed for 2048 bits 

amount of years ago) to keep up adequate cryptanalytic 

strength. An alternative to RSA is code. each key varieties 

share a similar necessary property of being uneven 

algorithms (one key used to encrypting with one key for 

decrypting). However, a code can give a similar level of 

cryptanalytic strength at a cluster of less important key 

sizes - providing improved security with reduced machine 

needs. With lesser key size, Elliptic Curve Cryptography 

(ECC) based on the mostly signature schemes offer the 

equal levels of security. 

 

ECC has extra benefits of creature working in the 

environments and involve aid constrained platforms. 

Similar to RSA, ECC based totally scheme are used to 

each virtual signatures with encryption. National Institute 

of Standards and Technology (NIST) Recommended Key 

Sizes are, our mechanism m is for checking the presence 

of for secures facts transmission we use Elliptic Curve 

Cryptography algorithm. The compensation of a proposed 

machine are Major advantages is highly efficient to the 

transformation of packets from the resource node toward 

the vacation spot nodes during Wireless Body Area 

Network. It offers message authenticity and collision 

resistance and is efficient along with feasible. by the 163-

bits ECC/1024-bits RSA security level, an elliptic curve 

exponentiation meant for preferred curves over 

uninformed top fields is more or less five to fifteen times 

as rapid because an RSA personal key process, depending 

scheduled the platform as well as optimizations. At the 

256-bit ECC/3072-bit RSA protection degree, the ratio 

has already extended to involving 20 and 60, depending 

resting on optimizations. To comfy a 256-bit AES key, 

ECC-521 can be anticipated to be on common 400 

instances faster than 15,360-bit RSA is shown interested 

in Table-1. 

 
Table-1: Recommended Key Sizes 

From Fig-3 any plaintext may be hidden within curve, 

image and alternative sources. For this purpose, there's a 

requirement of the personal key to code the plaintext en 

route for Cipher Text. Equally intended for decrypting 

Cipher Text to Plaintext go through constant key to 

encrypting the text. 

  

 
Fig-2 Block Diagram of ECC 

 

The equation of an elliptic curve is known as, 

           
Few terms that will be used,  

EElliptic Curve  

P  Point taking places the curve  

n  Maximum limit (it is must be a prime number) 

 

 
Fig-3: Example plain elliptic curve. 

 

Key Generation  



 
 

ISSN (Online) 2394-2320 
 

International Journal of Engineering Research in Computer Science and Engineering  

(IJERCSE)  

Vol 5, Issue 4, April 2018 
 

 

                                                     All Rights Reserved © 2018 IJERCSE                                       115 

 

•For secure data transmission, we use Elliptic Curve 

Cryptography algorithm which uses key generation 

system 

•The sender force encrypts the communication among 

receiver‟s public key as well as the recipient will decrypt 

its private key.  

•by the subsequent equation we can  produce the public 

key  

Q = D x P  

Here d = the arbitrary number with the intention of we 

have certain within the series of (from 1 to  n-1).  

P is the indicate resting happening the curve.  

Q is the public_key.  

D is the private_key 

 

Encryption  

•Let „mg‟ be present the message that we are conveyance  

•Consider „mg‟ have the points „Mc‟ on top of the curve 

„E‟. Randomly choice „k1‟ from [1 - (n-1)].  

•Two cipher texts will be generating let it be present CT1 

and CT2.  

 

CT1 = k1*P  

CT2 = Mc + k1*Q  

CT1 and CT2 will be sent 

 

Decryption   

We have towards get back the message „m‟ that was sent 

•Mc = CT2 – d * CT1, Mc is the unique message as a 

result to we have sent. 

Work Done  

Mc = CT2 – d * CT1 „Mc‟ can be represented 

 because „CT2 – d * CT1′  

Mc = CT2 – d * CT1 = (Mc + k * Q) – d * (k * P)  

(CT2 = Mc + k * Q and CT1 = k * P)  

     = (Mc + k * (d * P)) – d * k *P  

     = Mc + (k*d*P)-(d*k*p) (Q=d*P)  

(Cancelling out k * d * P)  

     = Mc (Original Message) 

 

This distinct mechanism „M‟ how a packet of facts is 

despatched starting source to destination. Resource node 

encrypts the communication and utilize of ECC 

algorithm. The encrypted message is transferred during 

statistics packets alongside the randomly decided on 

course. Previous nodes cannot observe what is living 

being transferred within the packet. Once information 

packets reached the target, facts are decrypted inside the 

target node the usage of the secret message key. Message 

despatched from source is received in the target exclusive 

of loss or else damage to information.  

 

4. RESULTS AND PERFORMANCE ANALYSIS 

 

This section summarizes the experimental results obtain 

in the recital of the systems like Encrypt and Decrypt a 

message through a network with the security in body area 

network by using ECC and compared by existing CP-

ABE mechanism m which was displayed and 

implemented by NS2[12]. 

 
Fig-4: Source and Destination Identified 

 

 
Fig-5: Sending Message Source to Destination 
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Fig-6: Packet Delivery proportion in EC 

 

Shows the Packet delivery proportion starting source to 

destination is high with proposed ECC.In CP_ABE 

Packet Delivery proportion is less when compared with 

ECC which was displayed in above figure 6. 

 

 
Fig-7: Throughput in ECC 

 

In ECC the Throughput ratio is extremely high when it 

was compared by existing CP_ABE which was displayed 

in figure 7. 

 

 
Fig-8: Average Delay and waiting for Delivered 

Timestamp 

 

In CP_ABE average delay time is extremely high. In ECC 

average delay time is less when compared through 

existing CP_ABE mechanism m which was displayed in 

above figure 8. 

 
Fig-9: Delay in ECC 

 

In CP-ABE delay time is extremely high. In ECC delay 

time is less when compared by existing CP_ABE 

mechanism which was displayed in above figure 9. 

 

5. CONCLUSION 

 

In this paper clarification, an efficient attribute-based 

encryption towards using ECC the message is meant to 

read with a cluster of users to satisfy certain access 

control rules inside a BAN. Meanwhile, we propose a 

protocol to secure the data transportation among 

implanted wearable sensors as well as the data sink/data 

consumers. This design a more efficient encryption 

approaches with less computation and storage constraint 

(CP_ABE with unvarying cipher text length), which could 

be better suitable for practical situations (the multi-

authority CP_ABE scheme) in the BAN. However, there 

is the extra computation rate in multi-authority CP_ABE 

scheme and CP_ABE through constant cipher ext length. 

The challenge is how to decrease the computation cost on 

behalf of improved use of the BAN. 
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