&5 "
3
‘I FERP ISSN (Online) 2394-2320
International Journal of Engineering Research in Computer Science and Engineering
(IJERCSE)
Volume 13, Issue 3, March 2026

A Hybrid Zero-Knowledge Proof Framework:
Integrating zk-SNARK, zk-STARK and zk-Rollup

(11 Amara Jaya Sri Varshini, [ Meghana Nangireddy, B Chekuri Harshitha, [ Chandana Gorantla,
BIKC Deepthi Kakumani
121 B4 BT Department of Computer Science and Engineering, SRM University, Kuragallu, Andhra Pradesh, India

Corresponding Author Email: M jayasrivarshini_amara@srmap.edu.in, 1 meghana_nangireddy@srmap.edu.in,
B3 harshitha_chekuri@srmap.edu.in, ! chandana_gorantla@srmap.edu.in, ! deepthi.k@srmap.edu.in

Abstract— The increasing dependence on digital financial and identity verification systems has amplified concerns surrounding user
privacy and data exposure. Traditional verification mechanisms require complete disclosure of sensitive attributes such as credit score,
salary, account balance, age, and nationality, creating significant risks related to misuse, profiling, and unauthorized access.
Zero-Knowledge Proofs (ZKPs) provide a transformative approach by enabling users to prove compliance with eligibility conditions
without revealing their underlying data. In this research, we present a hybrid ZKP framework that integrates three complementary
zero-knowledge paradigms—zk-SNARK, zk-STARK, and zk-Rollup—to achieve a balanced combination of privacy, transparency, and
scalability. The proposed system uses constraint-based logic to validate financial and demographic attributes through private inputs,
producing verifiable proofs using SNARK, transparent post-quantum-secure proofs using STARK, and highly scalable proof
aggregation through Rollups. A programmable verification engine simulates trusted-setup workflows, FRI-based STARK execution,
Merkle-tree batching, fraud detection, and blockchain-style on-chain confirmation. Experimental execution demonstrates that invalid
proofs are correctly rejected based on predefined eligibility thresholds, while valid proofs are efficiently generated and verified.
Performance evaluation shows that SNARK proofs remain compact (~25 KB) with sub-millisecond on-chain verification, STARK proofs
offer full transparency without setup requirements, and Rollups reduce verification gas by approximately 97% when aggregating batches
of ten users. The hybrid design highlights strong applicability in privacy-preserving fintech verification, identity validation, compliance
auditing, and decentralized Web3 services.

Index Terms— Zero-Knowledge Proofs, zk-SNARK, zkSTARK, zk-Rollup, Privacy-Preserving Verification, Blockchain.

scenarios requiring privacy, transparency, and scalability
I. INTRODUCTION simultaneously. This research addresses that gap by
Digital financial systems, identity platforms, and online  Proposing ~a hybrid ZKP framework that integrates
verification services increasingly rely on sensitive personal ~ ZK-SNARK, zk-STARK; and zk-Rollup flows into a unified
information to determine user eligibility. Credit institutions ~ Verification pipeline. The system enables private eligibility
require credit scores and income data, KYC systems require  Checks, transparent auditability, and high-throughput batch
demographic attributes, and decentralized applications ~ Verification, making it suitable for fintech, identity
commonly depend on transaction history or account validation, and regulatory compliance applications [5].
reputation [1]. While these mechanisms ensure trust, they
simultaneously create significant privacy risks, as users are Il. RELATED WORK
forced to expose complete information to prove only a small Zero-Knowledge Proofs (ZKPs) have evolved from
condition—such as being above a threshold score or falling  theoretical  cryptographic  constructs into  practical
within a valid age range. This unnecessary overexposure technologies widely deployed across privacy-preserving and
introduces risks of identity theft, profiling, unauthorized blockchain systems. Early ZKP protocols were interactive
access, and long-term data retention [2]. and inefficient, limiting their applicability to real-world
Zero-Knowledge Proofs (ZKPs) fundamentally redefine  environments. The breakthrough came with non-interactive
this verification paradigm by enabling a prover to convincea  zero-knowledge  (NIZK)  constructions,  particularly
verifier that a statement is true without revealing the data  zk-SNARKSs (Zero-Knowledge Succinct Non-Interactive
underlying that statement [3]. Modern ZKP systems, Arguments of Knowledge), which introduced succinctness
particularly zk-SNARKSs and zk-STARKS, have been widely — and fast verification through ellipticcurve pairings [6].
adopted due to their efficiency, succinctness, and Grothl6 [7], one of the most widely implemented
cryptographic strength. At the same time, blockchain  zk-SNARK protocols, demonstrated that complex statements
ecosystems increasingly rely on zkRollups to achieve could be represented as Rank-1 Constraint Systems (R1CS)
scalable computation through aggregated proofs [4]. and verified on-chain with minimal computational overhead.
Despite these advancements, existing solutions typically  Subsequent systems such as PLONK [8] and Halo [9]
implement each proof system in isolation, leaving a gap in  improved universality and updatability, making zk-SNARKSs
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foundational in privacy-focused applications.

The trusted setup requirement in many SNARK variants
raised concerns regarding ceremony security and toxic waste.
In  response, zk-STARKs (Zero-Knowledge Scalable
Transparent Arguments of Knowledge) emerged as a
transparent alternative [10]. STARKS rely on polynomial
commitments and FRI-based proof systems, eliminating the
need for trusted setup and offering post-quantum security due
to their hashbased design. STARKS have been successfully
implemented in systems such as StarkEx and StarkNet. Other
transparent systems like Bulletproofs [11] enable short
non-interactive proofs without trusted setup but typically
entail higher verification costs compared to SNARKS.

In parallel, zk-Rollups have gained prominence as a key
scaling solution in blockchain ecosystems [12]. Rollups
aggregate multiple transactions or proofs off-chain and
submit a single succinct proof or state root on-chain. Projects
like zkSync [4], Loopring, and Scroll demonstrate how
SNARKbased rollups can significantly reduce gas
consumption while maintaining security guarantees.
Merkle-tree commitments play a central role in rollup
architectures, enabling efficient verification of large batches
of computations or user records [13].

I11. METHODOLOGY

This section outlines the detailed experimental workflow
followed in implementing the hybrid Zero-Knowledge Proof
(ZKP) framework. It includes the characteristics of the input
dataset used for verification, the preparation of attributes for
constraint evaluation, the design of cryptographic circuits,
and the step-by-step execution of zk-SNARK, zk-STARK,
and zkRollup pipelines.

A. Dataset Description and Attribute Preparation

The system uses a structured dataset representing financial
and demographic attributes typically required in eligibility
verification scenarios. These include credit score, salary,
bank balance, age, country, transaction count, and behavioral
metadata. The dataset captures heterogeneity by
incorporating varying ranges, thresholds, and combinations
of attributes. Since the original values do not follow a
uniform verification scheme, all parameters were
standardized into a consolidated eligibility format. Credit
score ranges were normalized to a 300-900 interval, financial
attributes were expressed in consistent units, and
demographic categories were harmonized. Missing values
were imputed using default safe values to prevent constraint
failures. This unified dataset forms the baseline for
evaluating all cryptographic proof flows—SNARK, STARK,
Rollup, and Hybrid.

B. Data Preprocessing

A consistent preparation pipeline was applied across all
verification modes. Private inputs (credit score, salary,
balance) were isolated from public inputs (age, country),

enabling  privacy-preserving  constraint  evaluation.
Fraud-related metadata was normalized to fixed thresholds.
Values exceeding defined bounds triggered simulated fraud
flags. For batchverification experiments, user records were
grouped into sets of ten for Merkle-tree construction. All
preprocessing steps were standardized to maintain uniformity
across proof paradigms.

C. Circuit Design and Architecture

The core verification logic was implemented through
Circom-inspired constraint circuits [14]. These circuits
model eligibility conditions using range-check, less-than,
greaterthan, and Boolean-combination components.

Range constraints enforce valid financial windows
(e.g., 300 < creditScore < 900).

Threshold constraints ensure compliance with
requirements such as salary > 50, 000.

Boolean aggregation outputs a single validity signal
used for proof acceptance.

The circuit architecture supports both private and public
inputs, enabling selective disclosure while preserving proof
integrity.

D. Proof Execution Procedures

Across all ZKP paradigms, standardized protocols were
followed:
zk-SNARK: Witness generation, R1CS constraint
satisfaction, Groth16-style proof creation, and succinct
verification.
zk-STARK: AIR generation, polynomial commitment,
FRI-based transparent proof construction, and
postquantum-secure verification.
zk-Rollup: Batch selection, Merkle-tree computation,
aggregated proof generation, and gas-saving
simulation.
Hybrid Flow: Sequential execution of SNARK —
Rollup — STARK for privacy, scalability, and
transparency.

All proofs were generated under identical simulation
settings to ensure objective comparison of performance
across paradigms.

IV. SYSTEM ARCHITECTURE

The proposed hybrid ZKP framework is organized into a
multi-layer architecture designed to ensure privacy-
preserving verification, transparent auditability, and scalable
proof aggregation. The architecture integrates zk-SNARK,
zk-STARK, and zk-Rollup pipelines under a unified
simulation engine. Each layer contributes a specific
functional capability, and together they support consistent,
reproducible, and secure proof generation. The architecture is
modular by design, enabling isolated evaluation of each ZKP
paradigm while preserving identical verification logic across
the system.
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Figure 1. High-Level Hybrid Architecture Flow

A. Frontend Interaction Layer

This layer enables user interaction, data entry, and proof
execution control. Built using Next.js with TypeScript, it
provides a structured interface where users may manually
input verification parameters or select them from the
standardized dataset. Tabs for SNARK, STARK, Rollup, and
Hybrid proofs allow seamless switching between paradigms.
The frontend converts user inputs into structured payloads
and transmits them to the backend proof engine.
Additionally, it maintains a real-time blockchain-style
activity log that displays proof generation, batching,
verification, and failure events, supporting full transparency
throughout the experimental pipeline.

B. Backend Proof Engine

The backend forms the computational core of the
architecture. It receives preprocessed attribute payloads,
applies eligibility rules, and orchestrates ZKP execution. The
engine simulates:

Trusted-setup flows for zk-SNARK,
Transparent FRI-based evaluation for zk-STARK,
Merkle-tree batching for zk-Rollup.

It returns structured proof objects containing proof
identifiers, validity assessments, proof sizes, gas simulations,
and block numbers. Fraud-detection logic is integrated at this
layer, allowing anomalies such as excessive transaction
counts or unrealistic attribute combinations to trigger
automatic proof rejection.

C.

Cryptographic Constraint Layer

This layer implements Circom-inspired constraint logic
that formalizes financial and demographic eligibility rules.
The circuit architecture includes:

Range Check Components: Verify boundedness of
attributes (e.g., 300-900 credit score).

Threshold Check Modules: Confirm compliance with
required conditions (e.g., salary > 50,000).

e Boolean Aggregators: Combine individual checks
into a final validity signal.
Metadata Constraints:
policies.

The constraints ensure consistent verification across all
ZKP paradigms, enabling uniform comparisons.

. Capture fraud-prevention

D. Rollup Aggregation Layer

For batch verification experiments, this layer constructs
Merkle trees from user records. It computes leaf hashes for
each user’s proof commitments and derives a Merkle root
representing the batch state. zk-Rollup proof generation is
triggered on this root, simulating on-chain gas reduction and
enabling throughput evaluation. This layer demonstrates the
scalability benefits of aggregating multiple proofs into a
single succinct verification step.

E. Blockchain Verification Layer

Once a proof or batched root is generated, it is submitted to
the blockchain-style validator. This layer simulates smart
contract behavior by assigning block numbers, validating
proof integrity, recording results immutably, and producing
confirmation outputs. It mimics Ethereum-like verification
without requiring an actual node. This design ensures
controlled experimentation of on-chain workflows and
supports comparable verification metrics across SNARK,
STARK, Rollup, and Hybrid flows.

V. RESULTS

This section presents the experimental results obtained
from evaluating zk-SNARK, zk-STARK, zk-Rollup, and
Hybrid verification flows under the unified ZKP simulation
engine. The results highlight correctness, performance, proof
behavior across varying user attributes, batch efficiency, and
blockchain-style verification consistency. All proof-
generation procedures were executed under identical
preprocessing conditions to ensure objective comparison
across the three paradigms.

A. Proof Validity and Eligibility Enforcement

The system consistently enforced the eligibility rules
embedded within the constraint circuits. Inputs that violated
any threshold—such as credit score < 700, salary < 50,000,
or balance < 10,000—were automatically rejected. This
confirms that the Circom-inspired constraint logic accurately
reflected the eligibility framework and did not falsely
approve invalid cases.

B. Performance Metrics

A detailed comparison of proof size, generation time,
verification time, and gas cost is shown in Table I.
C. Rollup Batching and Merkle Root Accuracy

The zk-Rollup pipeline successfully aggregated 10 users
into a single batch. Each batch produced a deterministic
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Merkle root. Gas-cost simulation reported approximately F. Security and Cryptographic Properties

97% savings compared to individual SNARK  proof A comprehensive comparison of cryptographic properties
submissions, as illustrated in Figure 3. across the three paradigms is presented in Figure 8. The
Table I: Performance Comparison of ZKP Paradigms analysis demonstrates that while SNARKSs excel in proof size

efficiency, STARKSs provide superior transparency and

Proof Type] Size |Gen Time Verif Time) Gas Cost postquantum security. The hybrid approach balances these
zk-SNARK| ~25 KB | 2-3ms ~0.1 ms ~45,000 tradeoffs effectively.

zk-STARK [~150 KB| 7-10 ms | ~0.5ms | Off-chain
zk-Rollup | ~30 KB | ~15ms | ~0.1 ms |~4,500/user
Hybrid |~200 KB|25-30ms| ~1.0ms | ~50,000

ytarting Hybrid ZKP Flow (Sele

7:34:06] ¢

34:06] W Initiating zk-SNARK proof generation fo
Proof Generation Time Comparison
3.5 S0 17:34:06] & Compiling Circom circuit
SCOIe clixrcom
3.0
34:06] @ Proof generated successfully
az,s 17:34:06] @ Proof ID: e9ddb9ed-53¢
E 9e3745679
220
o
£ 7:34:06] 8 Submitting to smar
£1s
= 1.25 Figure 4. Hybrid Flow: SNARK Phase Execution Showing
1.0 circuit compilation, proof generation, and on-chain
verification
0.5 0.4s
0.0 zk-SNARK zk-Rollup (Batch) zk-STARK
Figure 2. Proof Generation Time Comparison across
different ZKP paradigms
On-Chain Gas Cost Analysis
leb
- Individual Verification (SNARK) /,‘
4 —a— Hybrid Batch Verification (Rollup) //’
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52 //’ eady
0] S a A - ‘s
1 Figure 5. Hybrid Flow: Rollup and STARK Phases
o Demonstrating batch aggregation skip notification and
0 w—= == STARK transparent verification
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Number of Users

Figure 3. Gas Cost Analysis demonstrating scalability
benefits of Hybrid verification vs Individual proofs

D. Blockchain-Style On-Chain Confirmation

All accepted proofs were assigned block numbers within
the simulated blockchain environment. The hybrid flow
execution demonstrates seamless integration of all three ZKP
paradigms, as shown in Figures 4, 5, and 6.

E. Hybrid Flow Execution

The complete hybrid workflow was successfully executed
with detailed logging at each phase. Figure 4 shows the initial [17:34:07] # Hybrid Flow Completed Su
SNARK phase with Circom circuit compilation and proof Figure 6. Hybrid Flow: STARK Audit Completion Final
generation. The subsequent phases are captured in Figures 5 phase showing post-quantum secure verification and
and 6. successful hybrid flow completion
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VI. ALGORITHMS AND WORKFLOWS

This section details the core algorithms used in the hybrid
framework. We present the logic for the Hybrid Flow, which
orchestrates the interaction between SNARK, Rollup, and
STARK components.

Require: User Data U , Batch Size B

Ensure: Verification Status S

1: Step 1: Privacy Check (zk-SNARK)

2: proofsnark «— GenerateSNARK (Uprivate, Upublic)
3: if VerifySNARK (proofsnark) is False then

4: return “REJECTED: Eligibility Failed”
5:end if

6: Step 2: Scalability (zk-Rollup)

7: Queue «— Queue U {Uiq}

8: if |Queue| > B then

9: Root «— MerkleRoot(Queue)

10: proofroiup «— GenerateRollup(Root)

11: Step 3: Transparency (zk-STARK)

12: proofsiark < GenerateSTARK(Root, Queue)
13: TX «— SubmitOnChain(proofroiiup, Proofstark)
14: return “CONFIRMED: Batch Verified ” + Tx
15: end if

16: return “PENDING: Added to Batch”

Figure 7. Blockchain Activity Logs confirming on-chain
verification with block numbers and transaction details

SNARK

Cryptographic Property Comparison
STARK
Hyhbrid (Proposed)

Trusted Sctup Quantum Resistance Proof Size

10

8

6

Score (Higher is Better)

4
2
0
Figure 8. Cryptographic Property Comparison: Evaluation of

Trusted Setup requirements, Quantum Resistance, and Proof
Size across ZKP paradigms

VIl. CONCLUSION

This research presented a hybrid ZKP framework
integrating zk-SNARK, zk-STARK, and zk-Rollup. The
system successfully demonstrated the ability to balance
privacy, transparency, and scalability. Future work will focus
on integrating realworld blockchain networks and optimizing
the circuit complexity for larger datasets.
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